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No more replay attacks

In the former Olympic city of Kiel, Thi-
tronik employs today 20 people - with 
an upward trend. A special characteris-

tic of the company is the high development 
depth, which is made possible by engineers 
of different disciplines under one roof. This 
guarantees a faster development, since prob-
lems in the interaction of hardware and soft-
ware can be eliminated in time. Some pro-
duction steps, such as the assembly of the 
circuit boards, are outsourced but remain in 
the region. The reason for the regional focus 

is that product improvements can be inte-
grated faster in the production process and 
the quality management is easier to handle 
compared to Asian suppliers. In addition to 
gas alarms and alarm systems, complex secu-
rity solutions are also part of Thitronik’s offer.  
 
The safe.lock solution
“We discovered a security hole in the Fiat 
Ducato electronics and its identical models 
RAM Promaster, Iveco Daily, Citroën Jumper 
and Peugeot Boxer” – says Mark Thietje, 

Thitronik Managing Director – “After the 
number of burglaries in these models had in-
creased significantly, without any traces left 
by the burglars, we went in search of security 
vulnerabilities. After extensive analysis, the 
remote control of the key was identified as 
the central problem. It sends fixed code sig-
nals, respectively uncoded signals that can be 
easily recorded and played back. With a so-
called “replay attack” vehicles can be easily 
opened and closed at any time or place even 
from a greater distance, without leaving even 

Words and photo Jörg Nullmeyer

According to their slogan, the company Thitronik develops, produces and distributes “alarm 
technology made in Germany”. But that’s not the whole truth: we visited the company and 
the Managing Director Mark Thietje explained us that “Thitronik is a competent partner for 
any problem that can be solved electronically”.



55B t o B
    

Thitronik GmbH • Redderkoppel 5 • 24159 Kiel  • Germany
Ph. +49 (0)431-6666811 • kontakt@thitronik.de • www.thitronik.de

No more replay attacks the slightest trace. A disturbing feeling, es-
pecially for the owners of motorhomes”. The 
safe.lock module is the basic solution and 
closes the vehicle-side vulnerability caused by 
insecure vehicle keys. If the module is con-
nected to the central electrical system, the 
original electronics of the vehicle key are ex-
changed for the supplied board and the ve-

Company Profile
Thitronik was founded in 1987 as a supplier of electronic systems in the commercial shipping market. 

After the development of own systems also for leisure shipping the entry into the caravanning sec-
tor took place in 2001. This was accompanied by the redevelopment and adaptation of the products to 
the needs of campers. In 2005, Thitronik launched its first wireless alarm system WiPro. Five years later, 
Thitronik GmbH was founded for the automotive sector and separated from the Marine Systems division. 
In 2017, Thitronik discovered the vulnerability in Fiat Ducato and identical constructed models and devel-
oped the safe.lock system. Due to the strong growth, Thitronik plans to build a complete new company 
building in 2018 with significantly more office production and storage space, which should be ready for 
occupancy in 2019. 

While the safe.lock module closes the remote control vul-
nerability of the key, the WiPro III is a modular, com-
plete alarm system that can be extended with the 
Pro-finder - a GPS locator with GSM functionality. 
Because of the simple installation of the wireless 
magnetic contacts, the entire motorhome be mo-
nitored easily. For caravans, Thitronik offers the 
CAS III alarm system that can also be extended 
with a GPS/GSM function.

A complete range for protection

hicle can be safely locked and unlocked, pro-
tected by around 4 billion changing codes. In 
addition to a solution for end customers who 
can retrofit the system at the dealer, Thitronik 
also offers tailor-made OEM variants. In the 
future, manufacturers of recreational vehicles 
will be able to deliver their models perfectly 
protected to the customer from the factory.

Modular extension as desired
For complex security requirements, Thitron-
ik offers the WiPro III. This system can be 
modularly extended with gas detectors and 
magnetic contacts. Since all sensors are con-
nected wireless, the installation effort is min-
imal. This makes it really easy to monitor all 
the windows and skylights, even the hatches 
of the trunk or double-floor can be  secured. 
In total, up to 100 wireless components can 
be paired for protection. Of course, the tam-
per-proof system is equipped with a jammer 
detection. The result is a perfectly protected 
body, with no need of interior monitoring 
by motion detectors. So no false alarms oc-
cur and campers can use the alarm system 
even when the need for security is particu-
larly high - when they are inside the vehicle! 
A special feature is the vent check function. 
Similar to the electrical step, it is checked at 
engine start whether all windows, skylights 
and hatches are properly closed.
The WiPro III is also available with the safe.
lock feature integrated, so that insecure vehi-
cle keys are a thing of the past. The optional 
Pro finder module allows the vehicle to be 
located in the event of an alarm. Even the 
integration of future extensions has already 
been planned.

Pro-finder - vehicle 
tracking stand alone 

or in combination with 
WiPro III

C.A.S. III - All-round
protection for 
caravans

WiPro III safe.lock - CAN-bus 
wireless alarm system for the 
motorhomes

Wireless magnetic contact 
868 for WiPro III and C.A.S. III

Mark Thietje - Thitronik Managing Director




